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Introduction  

Under data protection law, individuals have a right to be informed about how the School uses any personal 
data that we hold about them. We comply with this right by providing ‘privacy notices’ (sometimes called 
‘fair processing notices’) to individuals where we are processing their personal data. 

This privacy notice explains how we collect, store and use personal data about those employed to teach or 
otherwise engaged at the school as members of the workforce. 

We, Churchfields Junior School, are the ‘data controller’ for the purposes of data protection law. 

Our Data Protection Officer is Pervinder Sandhu at the London Borough of Redbridge’s Information 
Governance Service (see ‘Contact us’ below).  

The personal data we hold 

The categories of information that we process:  

 personal information (such as name, employee or teacher number, national insurance number) 

 characteristics information (such as gender, age, ethnic group) 

 contract information (such as start date, hours worked, post, roles and salary information)   

 work absence information (such as number of absences and reasons) 

 qualifications (and, where relevant, subjects taught) 

 photograph 

 address 

 contact information and name of next of kin 

 medical information 

 payroll information 

We may also hold data about pupils that we have received from other organisations, including other 
Schools, local authorities and the Department for Education. This list is not exhaustive, to access the current 
list of categories of information we process please ask Nimra Malik or Sharon Storey, Office Manager, to 
show you the school’s ROPA. 

Why we use this data 

 
We use workforce data to: 

a) enable the development of a comprehensive picture of the workforce and how it is deployed 
b) inform the development of recruitment and retention policies 
c) enable individuals to be paid 

 

Our legal basis for using this data 

All data we process is in accordance with the rules as laid down in statute, including the General Data 
Protection Regulations, the Education Act 1996, the Education and Skills Act 2008 and the Apprenticeship, 
Skills, Children and Learning Act 2009 and Children Act 2014. 

We only collect and use workforce personal data when the law allows us to. Most commonly, we process it 
where: 

 We need to comply with a legal obligation 

 We need it to perform an official task in the public interest (in our case, educating young people) 

 We have a contractual obligation 
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 We have obtained consent to use it in a certain way  

Less commonly, we may also process workforce personal data in situations where: 

 We need to protect the individual’s vital interests (or someone else’s interests) 

Where we have obtained consent to use staff members’ personal data, this consent can be withdrawn at 
any time. We will make this clear when we ask for consent, and explain how consent can be withdrawn. 

Some of the reasons listed above for collecting and using staff members’ personal data overlap, and there 
may be several grounds which justify our use of this data. 

Collecting this information 

We collect personal information via forms completed on the day of their induction to the school. Workforce 
data is essential for the school’s operational use. Whilst the majority of personal information you provide to 
us is mandatory, some of it is requested on a voluntary basis. In order to comply with GDPR, we will inform 
you at the point of collection, whether you are required to provide certain information to us or if you have a 
choice in this and we will tell you what you need to do if you do not want to share this information with us. If 
it is mandatory, we will explain the possible consequences of not complying. 

How we store this data  

We hold data securely for the set amount of time shown in our data retention schedule. For more 
information on our data retention schedule and how we keep your data safe, please ask Sharon Storey, 
office manager.  
 
Who will see your personal data? 

 

We routinely share this information with: 

 our local authority 

 the Department for Education (DfE)  

Why we share school workforce information 

We do not share information about our workforce members with anyone without consent unless the law 
and our policies allow us to do so. 
 
We are required to share information about our workforce members with our local authority (LA) under 
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007 
and amendments. 
 
The Department for Education (DfE) collects personal data from educational settings and local authorities via 
various statutory data collections. We are required to share information about our children and young 
people with the Department for Education (DfE) for the purpose of those data collections, under under 
section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007 
and amendments. 
 
Requesting access to your personal data 

Under data protection legislation, you have the right to request access to information about you that we 
hold. To make a request for your personal information, contact Mrs Sharon Storey, School Office Manager. 

 
Depending on the lawful basis above, you may also have the right to: 
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 object to processing of personal data that is likely to cause, or is causing, damage or distress 

 prevent processing for the purpose of direct marketing 

 object to decisions being taken by automated means 

 in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and 

 a right to seek redress, either through the ICO, or through the courts 

If you have a concern about the way we are collecting or using your personal data, we ask that you raise 
your concern with us in the first instance. Alternatively, you can contact the Information Commissioner’s 
Office at https://ico.org.uk/concerns/  
 
For further information on how to request access to personal information held centrally by DfE, please see 
the ‘How Government uses your data’ section of this notice. 
 
Withdrawal of consent and the right to lodge a complaint  

Where we are processing your personal data with your consent, you have the right to withdraw that 
consent. If you change your mind, or you are unhappy with our use of your personal data, please let us know 
by contacting Mrs Sharon Storey, School Office Manager. 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

 Report a concern online at https://ico.org.uk/concerns 

 Call 0303 123 1113 

 Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 
5AF 

CCTV 

CCTV is used for the purposes of monitoring visitors outside the school gates and for the prevention of 
crime. Where there is CCTV, appropriate signage is in place. Recordings are kept for 28 days. After this 
period has elapsed the recordings will either be recorded over or securely deleted according to the school’s 
documented process. 
 
Recordings will only be accessed with a genuine purpose that has been approved by the SIRO and is 
recorded on the access log. This will include the use of images to review internal matters, images viewed by 
a third party, passed on to a third party or law enforcement agency or for general maintenance.  
  

https://ico.org.uk/concerns/
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How Government uses your data 

The workforce data that we lawfully share with the DfE through data collections: 

 informs departmental policy on pay and the monitoring of the effectiveness and diversity of the 

school workforce 

 links to school funding and expenditure 

 supports ‘longer term’ research and monitoring of educational policy 

Data collection requirements 

To find out more about the data collection requirements placed on us by the Department for Education 
including the data that we share with them, go to https://www.gov.uk/education/data-collection-and-
censuses-for-schools 

Sharing by the Department 

The Department may share information about school employees with third parties who promote the 
education or well-being of children or the effective deployment of school staff in England by: 

 conducting research or analysis 

 producing statistics 

 providing information, advice or guidance 
 

The Department has robust processes in place to ensure that the confidentiality of personal data is 
maintained and there are stringent controls in place regarding access to it and its use. Decisions on whether 
DfE releases personal data to third parties are subject to a strict approval process and based on a detailed 
assessment of: 

 who is requesting the data 

 the purpose for which it is required 

 the level and sensitivity of data requested; and  

 the arrangements in place to securely store and handle the data  
 

To be granted access to school workforce information, organisations must comply with its strict terms and 
conditions covering the confidentiality and handling of the data, security arrangements and retention and 
use of the data. 
 
How to find out what personal information DfE hold about you 

Under the terms of the Data Protection Act 2018, you’re entitled to ask the Department: 

 if they are processing your personal data 
 for a description of the data they hold about you 
 the reasons they’re holding it and any recipient it may be disclosed to  
 for a copy of your personal data and any details of its source 

If you want to see the personal data held about you by the Department, you should make a ‘subject access 
request’.  Further information on how to do this can be found within the Department’s personal information 
charter that is published at the address below: 

https://www.gov.uk/government/organisations/department-for-education/about/personal-information-
charter 
To contact the department: https://www.gov.uk/contact-dfe 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/education/data-collection-and-censuses-for-schools
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/contact-dfe
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Contact us 

If you have any questions, concerns, would like more information about anything mentioned in this privacy 
notice, or to make a request for information, please contact our Data Protection Officer: 

 Pervinder Sandhu, London Borough of Redbridge, Lynton House, 255-259 High Road, Ilford, IG1 1NY, 
dataprotection.schools@redbridge.gov.uk 

 

Review 

This notice is based on the Department for Education’s model privacy notice for workforce 

This policy is reviewed by staff and governors every year. Our staff members are most welcome to request 
copies of this document and comments are invited from anyone involved in the life of the School. 
 
Suppliers List 

 
Supplier 
Name 

Personal 
(P) or 
Personal 
Sensitive 
(PS) 

Privacy Notice held Assurance 
Statement 
or 
Contract 

Country 
hosted 
in  

Date of 
next 
Review 

LBR PS https://www.redbridge.gov.uk/about-the-
council/privacy-notices/children-s-services/  

Y UK 3 
Years 

SIMS PS https://www.ess-sims.co.uk/privacy-notice  Y UK 1 year 

Maths Circle 
Limited 

P Times Tables Rock Stars - Page Site 
(ttrockstars.com) 

Y UK 1 year 

Pabulum PS https://www.pabulum-catering.co.uk/privacy-policy/  Y UK 1 year 

ParentPay P https://www.parentpay.com/privacy-policy/  Y UK 1 year 

Groupcall P https://www.groupcall.com/privacy  Y UK 1 year 

Webanywhere P https://www.webanywhere.co.uk/privacy-policy/ 
 

Y UK 1 year 

CPOMS PS CPOMS privacy-statement – CPOMS Y UK 1 year 

Evolve PS EVOLVE - London Borough of Redbridge 
(edufocus.co.uk) 

Y UK 1 year 

EdShed P EdShed Y UK 1 year 

UTL P https://www.utltelecomsolutions.co.uk/wp-
content/uploads/2018/06/Privacy-Policy.pdf 

Y UK 1 year 

Google for 
Education 

P Privacy & Security Centre | Google for Education Y UK 1 year 

OVH P OVH Privacy policy Y Canada 1 year 

ParentApp PS https://www.ess-sims.co.uk/privacy-notice  Y UK 1 year 

Lexia P Application Data Privacy Policy | Lexia Learning Y USA 1 year 

Wonde P Wonde - Privacy Policy.pdf Y UK 1 year 

Connex 
Education 

P Privacy policy | Connex Education Partnership 
(connex-education.com) 

Y UK 1 year 

NFER P Privacy - NFER Y UK 1 year 

LGFL P LGfL Privacy Notice.pdf Y UK 1 year 

Public Health 
England 

P https://www.gov.uk/government/publications/phe-
privacy-information/privacy-information  

N UK 1 year 

Inventry P https://inventry.co.uk/wp-
content/uploads/2018/02/Privacy-Notice-Version-
1.1.pdf  

Y UK 1 year 

NHS P https://www.gov.uk/government/publications/nhs-qr-
code-venue-posters-privacy-notice/nhs-qr-code-
venue-posters-privacy-notice  

N UK 1 year 

 

mailto:dataprotection.schools@redbridge.gov.uk
https://www.gov.uk/government/publications/data-protection-and-privacy-privacy-notices
https://www.redbridge.gov.uk/about-the-council/privacy-notices/children-s-services/
https://www.redbridge.gov.uk/about-the-council/privacy-notices/children-s-services/
https://www.ess-sims.co.uk/privacy-notice
https://ttrockstars.com/page/privacy
https://ttrockstars.com/page/privacy
https://www.pabulum-catering.co.uk/privacy-policy/
https://www.parentpay.com/privacy-policy/
https://www.groupcall.com/privacy
https://www.webanywhere.co.uk/privacy-policy/
https://www.cpoms.co.uk/privacy-statement/
https://evolve.edufocus.co.uk/evco10/privacy.asp
https://evolve.edufocus.co.uk/evco10/privacy.asp
https://www.edshed.com/en-gb/privacy
https://www.utltelecomsolutions.co.uk/wp-content/uploads/2018/06/Privacy-Policy.pdf
https://www.utltelecomsolutions.co.uk/wp-content/uploads/2018/06/Privacy-Policy.pdf
https://edu.google.com/intl/en_uk/why-google/privacy-security/
https://www.ovh.com/world/support/privacy-policy.xml
https://www.ess-sims.co.uk/privacy-notice
https://www.lexialearning.com/privacy
https://wonde.com/downloads/Wonde%20-%20Privacy%20Policy.pdf
https://connex-education.com/policies/privacy-policy/
https://connex-education.com/policies/privacy-policy/
https://www.nfer.ac.uk/privacy/
https://static.lgfl.net/LgflNet/downloads/policies/LGfL%20Privacy%20Notice.pdf
https://www.gov.uk/government/publications/phe-privacy-information/privacy-information
https://www.gov.uk/government/publications/phe-privacy-information/privacy-information
https://inventry.co.uk/wp-content/uploads/2018/02/Privacy-Notice-Version-1.1.pdf
https://inventry.co.uk/wp-content/uploads/2018/02/Privacy-Notice-Version-1.1.pdf
https://inventry.co.uk/wp-content/uploads/2018/02/Privacy-Notice-Version-1.1.pdf
https://www.gov.uk/government/publications/nhs-qr-code-venue-posters-privacy-notice/nhs-qr-code-venue-posters-privacy-notice
https://www.gov.uk/government/publications/nhs-qr-code-venue-posters-privacy-notice/nhs-qr-code-venue-posters-privacy-notice
https://www.gov.uk/government/publications/nhs-qr-code-venue-posters-privacy-notice/nhs-qr-code-venue-posters-privacy-notice

